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v For each area: t lesson &
discuss how applies to legislative IT

v End with 3 case studies to pull threads together
v Thoughts for future
v'Questions and discussion
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v' Audi cessful

v’ Auditor: ov. 2015)
v’ Grant Thornton: ral regulations

JFO briefing with national experts (Nov. 2015)

Special Committee on Utilization of IT in
Government (Nov. 2015 & Jan. 2016)

JFO consultant review Exec. Branch IT (Jan. 2016)
State CIO report (Jan.2016)
Million Dollar Tech. Project Report (Jan. 2016)




improveme

Effective project management
Security & accelerate cloud based hosting
Hire talented individuals and let them do their job



4) Project
5) Security
6) Cloud

7) Challenge of retaining talent
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* Sta
facto
commit -making
responsibili

e Q: If every agency has its own “wants” and
there are different “islands” of IT, is anyone

overseeing all projects? A: NO (pan smith, Gov. Ops.
1/27/16)



Director of Leg. Council
(Luke Martland)

Deputy Dir. IT
(Kevin Moore)

Customer
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(Duncan Goss &
Maya Roselip)

Chief Fiscal Officer

(Steven Klein)

Business / Systems Analyst (Jeremy
Fonte)
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requests (Do e ClO’s, Nov. 2015)

* |nteraction: Centralization allows prioritization
to carry out a project successfully
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e Result: Prioritization & ability shift resources

v Example: Website
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Status

ely and quality
nt, pp. 11, 44)

consequenc
deliverables” (au

Lack competitive process: Sole source contracts

accounted for 41% agency & department contracts
(Auditor, Sole Source Contracts, p. 3, Dec. 14, 2015)

Dan Smith (House Gov. Ops.)
v’ Pay by hour v. lump sum
v’ Incremental billing
v’ Penalties



* Provisions
v'Lump sum (as oppos pay by hour)
v’ Incremental payments based on deliverables

v'Penalty clauses

e Results
v’ Website



ect design: COTS v. customized
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e “COTSist
v"Minimizes risk:
v'Cheaper

 COTS can do 85% of what you want, “to get

other 15% spend a lot of money” (michael schirling,
Special Committee)

en product

v'Changing business practices to achieve COTS



* |f COTS not availa n source (website)

* Example of 85% v. 15%
v'Case study: Committee recordings
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~ VHC Future

Must get one pers ay ‘l own this,” there
has to be one person on top of this whole
thin g” (Dan Smith, H. Gov. Ops.)

Q: Is it true that the cause of most project
failures is not technical but poor project
Ma nagement? A: Yes (Michael Schirling, Special Committee)



* Monitor (deliverables, schedule)

(Techrepublic.com, Liquidplanner.com, Wrike.com)



v’ Accurately

v’ Prioritize and shift resources
v"Work as a team

v'Very clear decision-making process
v'Clearly defined ownership
v'"Manage & monitor effectively

e Results
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Project Vendor or Staff Success or Failure On Budget OnTime Notes:
Implemented WhatsUpGold network monitor Vendor/Staff Failure Yes No Marty left during project.
‘ Reapportionment Staff Success Yes Yes
\Office 2010 Upgrade Staff Success Yes Yes
‘DM Upgrade Staff Success Yes Yes
\xmLegisIator modifications for Office 2010 Vendor Success No Yes Overbudget ~$15-18K?
Replaced Trend Micro Office Scan with Trend
Micro Deep Security. Vendor Success Yes Yes
Modify DM for passive integration; compatibility
with xmLegislator Vendor Success Yes Yes

\Created 40s Wiring closet Vendor Success Yes Yes
30s renovations — install whiteboards and projectors

inall rooms Vendor Success Yes Yes
Moved large wall monitor from Room 33 to Ethan

Allen Room Vendor Success Yes Yes

Expand iPads to House Appropriations, Health

Care, Judiciary, & Ways and Means Staff Success Yes Yes

Change administrative passwords and security

requirements Staff Success Yes Yes

\Implement master password list Staff Success Yes Yes

\Committee web pages (SharePoint) for Health Care  staff Success Yes Yes

\House sound system upgrade. Vendor Success Yes Yes

\Workstation and printer replacements Staff Success Yes Yes

Re-purpose VDI VMWare hosts to production server

cluster Staff Success Yes Yes

\Replaced HP WiFi hardware with Ruckas Vendor Success Yes Yes

\Replaced server room racks, wiring management Vendor Success Yes Yes

Permanent projection screens and infrastructure in

House chamber Vendor Success Yes Yes

Installed additional Ethernet cables to satellite switch

‘ locations Vendor Success Yes Yes

Number of Projects % Staff Only % Successful % On Budget % On Time
21 42.86% 95% 95%
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Project Vendor or Staff Success or Failure ~ On Budget On Time

Security audit Vendor Success Yes Yes
Replace main SAN (storage device) Staff Success Yes Yes
Implement real-time replication using old SAN in Senate vault, relocated AD

server to Senate vault Staff Success Yes Yes
Implemented rolling switch replacement Staff Success Yes Yes
Upgrade SQL server and implement failover cluster Vendor Success Yes Yes
Upgrade VMWare to current revs Vendor Success Yes Yes
Migrate GroupWise users to Exchange 365 Vendor Success Yes Yes Under budget - ~$30K
Migrate all old GroupWise archives to Exchange 365 Vendor Success Yes Yes
Installed 5 servers in support of Exchange 365 Staff Success Yes Yes
Replace copy room copiers Staff Success Yes Yes
40s renovations — install whiteboards and projectors in all rooms Vendor Success Yes Yes
Expand iPad project — all House committees, most of Senate Staff Success Yes Yes
Add additional VMWare host for production servers Vendor Success Yes Yes
Rebuilt vCenter management server Vendor Success Yes Yes
Split xmLegislator database by session to restore performance Vendor Success Yes Yes
Implemented Committee web pages Staff Success Yes Yes
xmLegislator updates (per user requests) Vendor Success Yes Yes
Upgraded Senate office connectivity Staff Success Yes Yes
Upgraded Senate office workstations Staff Success Yes Yes
Replaced scanning infrastructure Staff Success Yes Yes
Moved large wall monitor from Room 41 to Room 10. Vendor Success Yes Yes
Replaced Room 41 monitor with smaller monitor (small room) Vendor Success Yes Yes
Completed replacement of HP WiFi hardware with Ruckas Vendor Success Yes Yes
Undertook discovery searches of email for public records requests Staff Success Yes Yes
Installed cabinet for laptop library with power and connectivity Staff Success Yes Yes
Developed single image for all workstations and laptops Staff Success Yes Yes
Installed KMS licensing server Staff Success Yes Yes
Replaced WiFi print server Staff Success Yes Yes
Migrated main file server to Server 2008 Staff Success Yes Yes
Installed new JFO database server Staff Success Yes Yes
Implemented VEEAM backup Staff/Vendor Success Yes Yes
Upgraded PA system in Room 11; installed PA system in Room 10 Vendor Success Yes Yes
Workstation and printer replacements Staff Success Yes Yes

Number of Projects % Staff Only % Successful % On Budget % On Time




Suc

Project Vendor or Staff Success or Failure On Budget On Time
Website project Vendor Success Yes Yes
Implemented new virtual servers for web
project Staff Success Yes Yes
Replaced main firewall Staff/Vendor Success Yes Yes
DM upgrades Staff/Vendor Success Yes Yes
Committee room digital recording pilot Staff Success Yes Yes
Installed Audio Repository server Staff Success Yes Yes
xmLegislator updates (per user requests) Vendor Success Yes Yes
Experimental modification to xmLegislator
Agenda module (de-Word) Vendor Success Yes
Replaced SCCM server Staff Success Yes
Updated VMWare and SQL to current release
levels Staff Success Yes
Updated Trend Micro antivirus system Vendor Success Yes
Continued rolling switch replacement Staff Success Yes
Installed network attached storage for backups Staff Success Yes
Migrated and updated VVeeam backup Staff Success Yes
Replace workstations and printers Staff Success Yes
Installed projectors and whiteboards in last
two House committees Vendor Success Yes
Installed speakerphones in all Senate
committee rooms Vendor Success Yes
Investigated possible replacements for DM Staff Success Yes
Implemented Cicso Meraki Mobile Device
Management system Staff Success Yes
PowerShell, Security, ICND training for IT
staff Staff Success Yes Yes
Replaced WebDAYV server with FTP
application (iPads) Staff Success Yes Yes

Number of Projects % Staff Only % Successful % On Budget % On Time
61.90%
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Project Vendor or Staff Success or Failure On Budget On Time Notes:

Council & House office wiring Staff Success Yes No Peck Data PM was inconsistant

‘Add additional VMware Host Staff Success Yes Yes

\Upgrade to current VMware revisions Staff Success Yes Yes

\Continued rolling switch replacement Staff Success Yes Yes

Implement PRTG Network Monitoring Suite Staff Success Yes Yes

\Locate Monitoring Suite Off-site Staff Success Yes Yes

\Replace tape library Staff Success Yes Yes

\Replace backup server Staff Success Yes Yes

Route WiFi through Firewall Staff/Vendor Success Yes Yes

\Workstation and printer replacements Staff Success Yes Yes

Replace Copiers in House, Senate, LC Back Office,

1Baldwin 2nd and 3rd floor Staff Success Yes Yes

Reconfigure email authentication Staff Success Yes Yes |

'Mobile Device Evaluation Project Staff Success Yes Yes |

\Digital Recording Staff Success Yes Yes |

\Renew Microsoft Enterprise Agreement Staff Success Yes Yes |

De-Word IRC xmLegislator Vendor Failure No No I
|
|
|

\Website updates/upgrades Staff Success Yes Yes
\Full text search - Calendars and Journals Vendor Success Yes Yes

Number of Projects % Staff Only % Successful % On Budget % On Time

83.33% 94% 89%




v Only 2 proj erall 97%

success rate
v’ “Staff only” rate increased from 40% to 80%




100

80
&0
(g0} 60 -
E =S
8 uccess
GL) 40 Failure
o =#=Staff only

20

0 | X | X [ |

2012 2013 2014 PAONRS



L

1)
AN
3) Proj
4) Project

6) Cloud
7) Challenge of retaining talent



2013 securit
“noncompliance in about 65 percent” of
controls evaluated (Auditor, VHC Future Improvement p. 20)

e Special Committee & CIO report



v’ Automate
v'Remove vulnerabilities
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* Advanta
v Flexible
v'Better security
v’ Lower cost

v'Transition from direct provider of services to
broker of services to customers




* I

v Citrix Go




5) Security
6) Cloud
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DCF and State Police (Michael Schirling, Special
Committee)



v’ Vicious

v’ Talent is porta
model

ows an out-of-date



v'Increme
v'Penalties / large

Project management

Open source
v'Reduction overall cost

Importance of centralized budget
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* Custom full-servi
v'2 quotes of $100,000 - $120,000
v'Locked into that vendor & product

e Digital recorders (COTS)

v'Cost per unit: $95
v’ Modifications & recurring costs: SO
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~ Customization
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Contracting p

v Lump sum payment upon completion & penalties

Customization v. COTS

v'Can we change work flow?
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Will we cho
Use your talent




Auditor, Ve
Enhancements,

of Planned

National Association of State ClO’s State Information
Technology and the Forces of Change, Nov. 2015

Techrepublic.com, blog “10 Best Practices for
Successful Project Management); Liquidplanner, blog
“Best Practices for IT Project Managers”; Wrike.com,
blog “Project Management Best Practices”
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